BBl Leo User Guide

Manage Exams: Enable Lost Focus Security

The Lost Focus Security feature will lock Students out of an Exam if they attempt to leave
the Exam window to access other resources, websites, or software on their computer.

+ Students will not be able to leave or tab out of the Exam while this feature is turned on.

+ If a Student gets locked out of the Exam, the Exam Administrator will have to unlock the
Student's account in order to allow them to re-access the Exam.

+ Each instance of a Student getting locked out will be tracked and included in the Locked
Users Report.

@ Exam_Security_in_Leo.pdf

Path: Home > [Course Screen] > Assessment > Exams > Manage Exams

¥ calendar Search = 1:\5 x ;1 O

Course Template | Campus Level || Section: Cardiovascular Medicine Close

= Section: Cardiovascular Medicine| SOM 2021/2022

Details Begin Date:

End Date: =]

School Year:  MED Third Year
Anncuncements Campus:  Main Campus

Your Role:

Materials < Course Director: &=

Course Coordinator: 5= Ann Alexander

Discussions

Messages €
Mapping <
Description
Welcome To Cardiovascular Medicine
Evaluations
Peer Evaluations
Gradebook <
I Exams w
S
Active Bxams
Manage Bams
Grade Bxams
Exams by Student
Question Bank
PET <

Student Assignments

People <

Select your Exam from Exam Manager listing to open that Exam in the Exam Editor.
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Exam Manager
Cardiovascular Medicine SOM 2021/2022 (r1)
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+ Set Lost Focus Security to Yes.
+ Click Save to save your changes.
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Advanced Exam Options
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Student Experience

Lost Focus Security in Effect

If you click ocutside of the exam window while taking this exam your exam will
shut down until an exam proctor resets your access to the exam

You should maximize the screen to prevent yourself from accidentally moving
outside the exam.

Don't close this message until you are in full screen mode

On Windows or Linux, press the F11 key to maximize the screen.

On some newer Windows machines (such as the Surface) you may have press the
Function (Fn) key + F11

On Mac 05X, press Shift+Command+F to maximize the screen.
On Mac 05X with Safari you may have to use the View menu to enter full screen
mode

+ Upon entering the Exam, Students will see the message shown above, which indicates that
Lost Focus Security is in effect.

+ Students will need to scroll to the bottom of the message and click the link provided to
continue to their Exam.
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Lock out triggered

Lost Focus Lockout Triggered

+ If a Student attempts to tab out or leave the Exam window, the message shown above will
appear and the Student will no longer have access to the Exam.

Administrator must grant access

access to this exam

Your exam has been locked by the Security System

B hitp=//lcmsplus.com/corp/index.php?action=redirectfclass= EXAMBoption=openfnohtml=1&ajaxFlag=08:get ClassV:

You will need to have a proctor or exam administrator unlock your session to regain

+ Upon trying to restart the Exam, the Student will see the message shown above.

Administrator Unlock

Exam Manager
Cardiovascular Medicine SOM 2021/2022 (r1)
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+ To unlock the exam for students who have triggered the Lost Focus Security feature,

navigate to the Course or Event Exam Manager where the Exam exists.

+ In the Exam Manager, click the Response(s) link corresponding to the Exam in question.
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Locked Users
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* Click Locked Users to view a list of students that have been locked out of their Exam.

Remove Lock

3 Response(s) | | reiresbingin:os

Locked User Listing
Exam: Exam
Linked to Pediatrics::UME 2018/2019

Total Points: 84

View =  Options - -."n = &#- O

Viewing 1to 1of 1

Student & Score 11 Remove Lack 11 Status 11
e

Student, Sally (sallystudent) 84 | Remove Lock Open Mo
—_—

Show 10 w entries Previous - Mext

+ Once you click the Remove Lock link, you will receive a confirmation message.
+ Click OK to continue.
+ The student can now access the Exam again.

€ NOTE: The Locked User Listing screen, shown above, refreshes approximately every
10 seconds.
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Lock History Report
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* Click Lock History from the Locked Users screen to view a report including time and
duration details of Students that have been locked out of their Exam.
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